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1.  Introduction 
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Ue  study  in  this  paoer  a  problem  concerning  diagnosis  of 
digital  systems.  Ue  use  a  model  that  was  first  introduced  by  Preparata, 

Metze,  and  Chien  [1].  In  this  model,  a  digital  system  is  partitioned  into 
a  certain  number  of  uni ts .  each  of  v<hich  can  be  at  one  of  two  possible 
states,  faul t-free  (F)  and  faulty  (F).  A  configuration  of  a  system  is  an 
assignment  of  either  the  faul t-free  or  the  faulty  state  to  each  unit  in 
the  system.  Ue  assume  that  each  unit  in  the  system  possesses  a  certain 
amount  of  computational  resources  to  enable  it  to  test  one  or  more  of 
the  other  units  in  the  system.  The  outcome  of  a  test  is  a  binary  signal 
which  depends  on  the  state  of  the  testing  and  the  tested  units.  In  particular, 
we  assume  that: 

(i)  if  a  fault-free  unit  is  tested  by  a  fault-free  unit,  a 
signal  0  will  be  generated,’ 

(ii)  if  a  faulty  unit  is  tested  by  a  Fault-free  unit,  a  signal 
1  will  be  generated,' 

(iii)  if  a  fault-free  or  a  faulty  unit  is  tested  by  a  faulty 
unit,  either  a  signal  0  or  a  signal  1  will  be  generated.  (In  other  words. 

This  v/ork  was  partially  supported  by  the  Office  of  Naval  Research  under 
Contract  No.  0NR-:i00014-79-C-0775. 


bli^tRaUTiON  STATEMTOT  a 

Approved  fw  public  release: 
Distribution  Unlimited 


«1  7  30 


063 


-2- 


^the  signal  generated  by  a  faulty  testing  unit  is  completely  unreliable.) 

A  diagnosis  experiment  is  one  in  which  every  unit  tests  all  the  units 
it  is  capable  of  testing  once.  The  outcomes  of  the  tests  are  referred  to 
as  a  syndrome. 

In  graph  theoretic  terms,  a  digital  system  can  be  described  by 
a  directed  graph  G  =  (V,  E)  where  the  vertices  represent  the  units  of  the 
system.  An  edge  (v^. ,  Vj)  in  G  indicates  that  unit  v^  is  capable  of  testing 
unit  V..  A  configuration  is  an  assignment  of  the  values  F  and  F  to  the 
vertices  in  V.  A  syndrome  is  an  assignment  of  the  values  0  and  1  to  the 
edges  in  E.  A  syndrome  is  said  to  be  consistent  wi th  a  configuration  if 
conditions  (i)(ii)(iii)  above  are  not  violated.  We  note  that  a  given 
configuration  might  yield  a  number  of  different  syndromes,  and  a  given 
syndrome  might  be  consistent  with  a  number  of  different  configurations. 
(However,  because  of  (iii)  in  our  assumption  above,  any  syndrome  is  con¬ 
sistent  with  at  least  one  configuration,  namely,  the  configuration  in  which 
all  units  are  faulty.) 

The  goal  of  a  diagnosis  experiment  is  to  identify  one  or  more 
of  the  faulty  units  in  the  system.  A  one- step  diagnosis  is  one  in  which 
all  faulty  units  in  the  system  are  identified.  A  sequential  diagnosis  is 
one  in  which  at  least  one  faulty  unit,  if  there  is  any,  is  identified.  For 
any  system,  both  one-step  diagnosis  and  sequential  diagnosis  are  possible, 
provided  that  the  number  of  faulty  units  does  not  exceed  certain  critical 
value.  The  one-step  diagnosibility  of  a  digital  system,  tQ,  is  defined  to 
be  the  maximum  number  of  faulty  units  in  the  system  such  that  for  any 
syndrome  corresponding  to  a  configuration  with  more  than  t^  faulty  units,  one- 
step  diagnosis  is  not  possible.  The  sequential  diagnosibility,  t^,  is  defined 


to  be  the  maximun  number  of  faulty  units  in  the  system  such  that  for  any 
syndrome  corresponding  to  a  configuration  with  more  than  t^  faulty 
units,  sequential  diagnosis  is  possible.  In  graph  theoretic  terms  both 
tQ  and  t^  are  invariants  of  the  graph  G  =  (V,  E).  The  problem  of  determining 
ty  and  t^  is,  in  general,  a  difficult  one  [2].  In  this  paper,  we  show  a 
useful  technique  for  obtaining  lov/er  bounds  on  the  value  of  tp  for  a  class 
of  digital  systems. 

2.  A  General  Result 

Throughout  our  discussion,  we  shall  assume  G  to  be  a  strongly 
connected  graph.  In  this  case,  for  a  given  syndrome  S,  sequential  diagnosis 
is  possible  if  v/e  can  unambiguously  identify  a  certain  unit  to  be  faulty 
or  fault-free.  (Clearly,  our  goal  is  achieved  if  a  unit  is  identified  as 
faulty.  On  the  other  hand,  if  a  unit  is  identified  as  fault-free  then 
any  unit  tested  by  this  unit  will  be  fault-free  if  a  0  signal  results  and 
any  unit  tested  by  this  unit  will  be  faulty  if  a  1  signal  results.  Repeating 
such  an  argument  if  necessary,  because  G  is  strongly  connected,  either 
a  faulty  unit  is  identified  eventually  or  all  units  in  the  system  are  con¬ 
firmed  to  be  fault- free.) 

For  a  given  syndrome  S,  for  a  vertex  v  in  G,  we  use  Gq(v)  to 
denote  the  minimum  number  of  faulty  units  in  the  configuration(s)  that  are  consistent 

C 

with  S  with  V  being  fault- free.  Also,  we  use  G^(v)  to  denote  the  minimum 
number  of  faulty  units  (excluding  v)  in  the  configuration(s)  that  are 
consistent  with  S  with  v  being  faulty.  If 

'^It  is  simply  a  matter  of  convenience  that  we  exclude  v  in  computing 
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<_  niax{Gg(v)  -  1,  G^(v)) 

s  s 

then  V  can  be  identified  unambiguously  as  faulty  if  GgCv)  -  1  >  Gi(v),  and  as 
fault-free  if  Gq  -  1  <  G^(v)r  Consequently,  the  sequential  diagnosibi 1 i ty 


of  a  graph  G  can  be  computed  as 


t„  =  min  I  max  )  maxCG^ 
IveV  L  0 


(v)  -  1.  G^(v)) 


A  directed  graph  T  is  called  a  2-star  if 

(i)  T  is  a  rooted  tree  with  all  the  edges  directed  toward  the 


root  V. 

(ii)  IJith  the  exception  of  v,  all  internal  nodes  have  indegree  1. 

(iii)  The  heioht  of  T  is  atmost  2. 


Figure  1  shows  an  example  of  a  2-star.  The  size  of  a  2-star  T  is  defined 


Theorem  1:  Let  G  be  a  directed  qraoh  that  contains  a  2-star  of 


size  k,  then 

Proof:  Let  S  be  a  given  syndrome.  Let  x  and  v  be  two  vertices 
in  G.  The  vertex  x  is  said  to  be  non-faul t-free  wi th  respect  v  if 


c  5 

If  Gg(v)  -  1  »  Gl[(v)  then  S  corresponds  to  a  configuration  with  more 

than^t  I'aul  tv  uni  ts. 
r 


for  any  tv/o  configurations  C|  and  C2  that  are  consistent  wi  th  S  (i)  v  is 
fault-free  in  and  is  faulty  in  C2  (ii)  is  faulty  in  at  least  one  of  C 
and  C2. 

Let  T  be  a  2-star  of  size  k  in  G.  Let  v  be  the  root  of  T.  Let 
be  a  vertex  of  distance  1  from  v  in  T.  For  any  given  syndrome  S,  v^- 
must  be  non-fault-free  with  respect  to  v.  (If  the  test  signal  in  (v^,  v) 
is  0,  for  any  configuration  in  which  v  is  faulty,  v^.  must  be  faulty  also. 
If  the  test  signal  in  (v^. ,  v)  is  1,  for  any  configuration  in  which  v  is 
fault-free,  v^.  must  be  faulty.)  Let  be  a  configuration  such  that 

(i)  is  consistent  with  S, 

(ii)  contains  a  minimum  number  of  faulty  units, 

(iii)  V  is  a  fault-free  in  C.|. 

Let  C2  be  a  configuration  such  that 

(i)  C2  is  consistent  with  S, 

(ii)  C2  contains  a  minimum  number  of  faulty  units, 

(iii)  V  is  faulty  in  C2. 

Consider  a  path  of  length  2  (vj,  v^.)(v. ,  v)  in  T.  Ue  have  two  cases. 

Case  1:  is  faulty  in  both  C.|  and  C2. 

Case  2:  is  faulty  in  one  of  C.|  and  C2.  In  this  case,  Vj 

must  be  faulty  in  at  least  one  of  C^  and  C2  (since  v^  is  non-fault-free 
with  respect  to  v-). 

In  either  case,  v.  and  v.  will  contribute  a  count  of  at  least  2  in 
^  0 


Gq^v)  +  G|(v)  >  k 
or 

max  (GqCv)  -  1,  G^(v))  ^  [^7^1 

Thus , 


As  an  immediate  application  of  Theorem  1,  v/e  note  that  for  the 
graph  H  shown  in  Figure  2(a),  because  H  contains  a  2-star  as  shown  in 
Figure  2(b),  we  must  have 


(  A  ) 


ri>  ) 


Figure  2 


Furthermore,  let  R  be  a  graph  obtained  by  putting  c  copies  H  together  at 
a  common  vertex  v  as  shown  in  Figure  3.  Then  for  any  syndrome  S 
Rq(v)  +  R^(v)  >.  2  cp 


Figure  3 


3.  A  Generalization 


Consider  the  graph  B  shown  in  Figure  4  in  which  there  is  a  cycle 
of  m  units.  At  each  unit  in  the  cycle,  a  copy  of  the  graph  R  is  attached. 


Figure  4 
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It  is  well-known  that  for  a  given  syndrome  S,  the  test  signals  in  the 
edges  in  the  cycle  can  be  partitioned  into  sequences  of  the  form  •••00001. 

Let  there  be  j  sequences,  and  let  X  be  the  number  of  units  in  the  longest 
sequence(s).  As  in  Figure  4,  let  the  test  signals  at  (x^,  X2),  (x2.  x^), 

(x3»  x^),  (x^_2>  ^x-1^’  ^^,\-l’  be  •••00001.  We  note  first  that 

if  x^  is  fault-free  in  a  configuration  that  is  consistent  with  S,  then  X2. 

X3,  ....  x^_i  must  also  be  fault-free  and  x^  must  be  faulty  in  that  configura¬ 
tion.  On  the  other  hand,  if  x^  is  fault-free  in  a  configuration  that  is 
consistent  with  S,  then  x-],  X2,  ....  must  be  faulty  in  that  configuration. 
Furthermore,  using  the  known  fact  that  corresponding  to  any  •••0001 
sequence  of  test  signals  along  the  cycle,  there  must  be  at  least  one 
faulty  unit  in  any  configuration  consistent  with  5.  We  thus  have 


or 


or 


B^(x^)  >  R§(x^)  +  R^(x2)  +  ...  Ro(X;^.i)  +  R^(x^)  +  1  +  v-1 

i  +  Ri(x2)  +  ...  +  R^(x^)  +  x-1  +  v-1 


Bq(x^)  +  B^(x^)  1  X-  2cp  +  X  +  2v  -  2  ^ 


max  (b^(x^)  -  1,  Bq(x^)  -  l)  >  +  ,-2 


Thus,  we  obtain 


^  mm 
V  -  all  S 


+  V.2 


>  /m  ,5-.2 


(1) 


We  remind  the  reader  that  R^(v)  does  not  include  the  vertex  v. 


jj 
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4.  A  Further  Generalization 

It  is  often  the  case  that  the  units  in  a  digital  system  can  be 

divided  into  subsets  such  that  units  in  one  subset  are  more  reliable 

than  units  in  another  subset.  For  a  digital  system  represented  by  the 

graph  G  =  (V,  E),  let  V-j  be  a  subset  of  V,  let  t  be  a  positive  integer 

less  than  or  equal  to  )  V^j  .  We  define  the  sequential  diagnosibility 

of  G  with  respect  to  (V^,  t)  to  be  the  maximum  number  of  fault  units  in  V 

such  that  for  any  syndrome  corresponding  to  a  configuration  with  no  more 

than  t^  faulty  units,  furthermore,  with  no  more  than  t  of  them  in  the 

units  in  V-j,  then  sequential  diagnosis  is  possible.  Clearly,  to  determine 

t  is  an  eve'i  more  coiiiplex  task.  However,  our  result  in  Section  3  nrovides 
r 

at  least  an  example  of  results  of  such  nature.  Let  V.|  be  the  set  of  units 
in  the  cycle.  If  it  is  known  that  V.|  will  not  contain  more  than  t  faulty 
units,  then 


which  can  be  larger  than  the  result  in  (1)  for  small  t^. 

5.  Another  model 

I'lote  that  our  results  apply  immediately  to  the  following  model: 
(i)  If  a  fault-free  unit  is  tested  by  a  fault-free  unit,  a 


signal  0  will  be  generated. 
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(ii)  if  a  fault-free  unit  is  tested  by  a  faulty  unit,  a  signal 
1  will  be  generated. 

(iii)  if  a  faulty  unit  is  tested  by  a  fault-free  or  by  a 
faulty  unit,  either  a  signal  0  or  a  signal  1  will  be  generated. 
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